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Observability
for K8s

©2008-21 New Relic, Inc. All rights reserved New Relic. 4



01 £ 9l A E (Guided Install)

Choose install method

Use Helm or download a manifest to install.

:l.a.lAE.IO.” I—lX—la|- -IHl:E /\—|EH§'
gilg _JF ﬂﬁl,l El’- Helm 3 v

- =
helm &£ = manifestES & EH Gl A

& Kubernetes [§] Copy command

kubectl apply -f https://raw.githubusercontent.com/pixie-labs/pixie/main/k8s/operator/crd/base/px.dev_viziers.yaml && \

Select the data you want to gather kubectl apply -f https://raw.githubusercontent.com/pixie-labs/pixie/main/k8s/operator/helm/crds/olm crd.yaml && \

helm repo add newrelic https://helm-charts.newrelic.com && helm repo update && \

kubectl create namespace newrelic ; helm upgrade --install newrelic-bundle newrelic/nri-bundle \

Kube state metrics @ --set global.licenseKe N
-set global.cluster=pixie-auto-telemetry \

Prometheus metrics () ——namespace=newrelic \

Kubernetes events @ --set newrelic-infrastructure.privileged=true \
--set global.lowDataMode=true \

Logdata (O —-set ksm.enabled=true \

prometheus.enabled=true

Set up for unprivileged mode @ kubeEvents.enabled=true
, logging.enabled=true \
Reduce the amount of ingested data (i)

newrelic-pixie.enabled=true \
newrelic-pixie.apiKey=
Instant service-level insights, full-body requests, and application profiles through Pixie (i) pixie-chart.enabled=true \
pixie-chart.deployKey=

Pixie is already running in this cluster e o
pixie-chart.clusterName=pixie-auto-telemetry

© New Relic.
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Resource Type:
Daemonset

Helm Chart:
newrelic-infrastructure

Resource Type:
Deployment

Helm Chart:
nri-kube-events
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Resource Type:
Deployment

Helm Chart:
nri-prometheus
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Resource Type:
Daemonset

Helm Chart:
newrelic-logging
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Resource Type:
Daemonset

Helm Chart:
pixie-operator
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https://github.com/newrelic/helm-charts/tree/master/charts/nri-bundle
https://github.com/newrelic/helm-charts/tree/master/charts/newrelic-infrastructure
https://github.com/newrelic/helm-charts/tree/master/charts/nri-kube-events
https://github.com/newrelic/helm-charts/tree/master/charts/nri-prometheus
https://github.com/newrelic/helm-charts/tree/master/charts/newrelic-logging
https://github.com/newrelic/helm-charts/tree/master/charts/nri-bundle/charts

Intro to Pixie

https://www.cncf.io/projects/pixie/




HTTP Service Map

Service List

= sERVICE ~
pxsock-shop/carts
px-sock-shop/carts-db

px-sock-shop/catalogue

NI AIE

CLOUD NATIVE

COMPUTING FOUNDATION

AN
px-sock-shop/load-test-5dd9bdc8cb-n7r6f

L M ———

prsockshopiess

Bxsock shop/payment P00k shop/s195ng

POD_COUNT HTTP_LATENCY (P99)

HTTP_REQUEST_THR HTTP_ERRORLRATE | INBOUND_HTTP_THR OUTBOUND_HTTP_TH
1 . 7.6ms 254.8 B/s 1.2 KB/s
1 o B/s
1 Is 8 B/s

[oion ]

m/go-kit/kit/tran..

github.com/micr lemo/catalogue/vendor /github.com/go-ki.

github

e oo | |
alogue/vendor/github.com/go-kit/kit/tran..
talogue/vendor/github.com/gorilla/mux. (*Rou..
(=

-demo/catalogue/vendor/github
github.c
github.
github s-demo/catalogue/vendor /github. com/weaveworks/common/mid..

net/http.HandlerFunc.ServeHTTP

net/http.serverHandler.ServeHTTP
net/http. (*conn)

runtime.goexit

pid: /app -port

container: catalogue

pod: catalogue-675cc

all

MUl A AE Al
Pod &HEH NI =t
Hds Sdle(Flame) i =
ME2Ig| x| 22, full-body
OHScIA0lE 2F =0l

o [IZcl, 2HAH LHO

el Ecl dlole &M

st
ol

—

Learn more here and check out
https://px.dev for additional info.

Donated to the CNCF
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https://docs.newrelic.com/docs/auto-telemetry-pixie/get-started-auto-telemetry-pixie/
https://px.dev
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eBPF (extended Berkeley Packet Filter)

Use Networking Security Obs;r;sﬁiglqity& y 2t AL OO HES
Cases PEM(Pixie Edge Module) Gl 24!
o MCSHIA TR MM IS by
RXeBPF b & o e X -
Projects Katran %

U A eBPF B -GO G ® Hearr | Ton, 2 E58H B
ser

Space SDKs Application e I

A
o HTTP R

o HIOIEHIOIA &
O

O

Verifier & JIT oS - Observability

- Security Controls

Runtime - Networki
e B P F Maps HeBPF E Nawork ity
5 ... - Load Balancing

) Kernel Helper API - Behavioral Security
Kernel Runtime

HERRZ S
Bt 2Z2&E=

Kernel

https://ebpf.io/
https://ebpf.io/what-is-ebpf#ebpf-safety

© New Relic.


https://ebpf.io/
https://ebpf.io/what-is-ebpf#ebpf-safety

T Al: LE-E dINI E2l using eBPF

Application
Send relevant
data to PEM
for parsing
Y Y Y and storage

»—[connectH send H recv H close F«

e mecessssasrsen U S S— T — B——
Trigger on

Linux networking related
syscalls
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TAl: LE-E NI E2l using eBPF

Application

\ A
SSL_writef— SSL_read
TLS Library

(e.g. openssl.so)

Send relevant
: data to PEM for
v processing and

: storage

A :
-{connectH send recv H close %- Trigger ém TLS library

APl & reiévam syscalls.

L L L A A A X P sl R S,
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Kubernetes Clusters

Kubernetes Nodes ‘

)

©2008-21 New Relic, Inc. All rights reserved ) New Relic. 13



DAz 3 2 = JURK?
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Summary  Control plane  Events  Live debugging with Pixie NEW (© Buid custom PxL Sripts inyour terminal - Copy command

This view from Pixie shows live data captured through eBPF. We store this data in your cluster 5o you don't pay for ingesting it.

HTTP Service Map
O "= &
Nodes Namespaces
= NoDE ~ CPU_USAGE = NAMESPACE ~ ~ |  POD_COUNT ~ i SERVICE.COUNT AVG_VSIZE
gke-dev-cluster-htroisi-default-po. 67.1 % kube-system 10 4 4.3 6
gke-dev-cluster-htroisi-default-po. 87.7 % newrelic 18 10 17 6t

Full-body Z2 &2 EHI0lA

HTTP/2, DNS, NATS, MySQOL,
PostgreSQL, Cassandra, Redis, Kafka

clat HES

CPU, DI 22], J &2 HIEH
HESI HES

HERT L 1A 4 Z=9| RX/TX
OHZ2|HO|& CPU Z 2T}

2202 D2 I (Go, Rust, G/C++)
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Kubernetes v1.16+ HTTP

EKS, AKS, GKE, Self-hosted, Minikube HTTP2/gRPC (Golang only)

(hyperkit and kvm2 drivers) DNS
x86-64, ARM not currently supported NATS
MySQL
Linux Kernel v4.14+ PostgreSOL
2GB memory per node ** Cassandra
100 nodes per cluster ** Redis
Kafka
https://docs.px.dev/installing-pixie/requirements/ https://docs.px.dev/about-pixie/data-sources/

¥* Roadmap items for calendar Q4 O New Relic


https://docs.px.dev/about-pixie/data-sources/
https://docs.px.dev/installing-pixie/requirements/

Pixie Demo

©2008-21 New Relic, Inc. All rights reserved New Relic. 16



About PxL Scripts

o AOEHEE LAl H(Pixie Lanquage, PxL)Z & & & LILC}.

e PXL2 IIOIM OIOIE Mel 2tolEeielol BTAS HeS
2l £33 A (Domain-Specific Language, DSL) /L

—/
[IO
o

e PxL2 UIEL=CLIE AtEoi A BAl S S0 2lol &g LILCH

[ Gl K]
$ px run px/cluster -c 484fad09-c286-4ede-a7dd-a2ecab65e336

$ px live px/namespace -c 484fad09-c286-4ede-a7dd-a2eecab65e336 --
--namespace px-sock-shop

PxL reference docs: https://docs.px.dev/reference/px|

DATA NERD DAYS Ny

Bglly\s,ﬂgy@ ©2008-21 New Relic, Inc. All rights reserved ) New Relic. 17


https://docs.px.dev/reference/pxl

Al

==

o LAl FEECIY:
docs.px.dev/tutorials/pixie-101/
eksworkshop.com/intermediate/241 pixie/

o PxLADJEE:
github.com/pixie-io/pixie/tree/main/src/px| _scripts

DATA NERD DAYS Ny
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https://docs.px.dev/tutorials/pixie-101/
https://www.eksworkshop.com/intermediate/241_pixie/
https://github.com/pixie-io/pixie/tree/main/src/pxl_scripts
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Dashboards v

Pixie Quickstart Dashboard  HTTP Spans

All accounts v B3 Queryyourdata |l Instant Observability 88 Apps

I + Pixie Quickstart Dashboard v  DemotronV2 =~ © 8

of Copypermalink v O <> & B 2 &

Pixie Quickstart Dashboard

Pixie is an open source observability tool for Kubernetes applications. Pixie uses eBPF to automatically capture telemetry data without the need for manual instrumentation. This dashboard will provide an overview of
latency, error rate and throughput metrics for services running in your Kubernetes clusters.

Q0RO §-

© Dpefault v

o Al MHIAN CHet HAIEE

"I AIE

For more information or support, please go to https://px.dev/ or https://docs.newrelic.com/doc: \etry-pixie/get-started: \etry-pixie/.

Latency

Slowest HTTP Targets [Top 20]

Since 1 hour ago
PARENT.KS.POD.NAME SERVICENAME K8S.POD.NAME K8S.NAMESPACE.NAME K8S.CLUSTER.NAME HTTP.METHOD HTTPTARGET AVG DURATION.Ms.
loadgenerator-68755dbfc-sbltj frontend-external frontend-597d957cdf-5bpjl ob pixie-auto-telemetry pOST Jcart/checkout 475
frontend-597d957cdf-5bpjl checkoutservice checkoutservice-7¢95787547-gglfx ob pixie-auto-telemetry POST /hipstershop.CheckoutService/PlaceOrder 351
loadgenerator-68755dbfc-sbitj frontend-external frontend-597d957cdf-5bpjl ob pixie-auto-telemetry GET /product/L9ECAVZKIM 26
loadgenerator-68755dbfc-sbltj frontend-external frontend-597d957cdf-5bpjl ob pixie-auto-telemetry GET / 213
loadgenerator-68755dbfc-sbltj frontend-external frontend-597d957cdf-5bpjl ob pixie-auto-telemetry GET /product/TYMWWN1N40 208
load-test-5dd9bdc8cb-n7r6f front-end front-end-65dc5dd967-44tdc px-sock-shop pixie-auto-telemetry POST Jorders 19.9

Avg. Response Time by Service [Top 20]
since 1 hour ago

o AIDY:HOIEAL M, HelE
(AHIAE)

o JBUAZEHALIE £ UK

To install the Pixie Quickstart, visit
New Relic I/0 in New Relic One

8

40

o

15PM 02:20PM 02:25PM 02:30PM 02:35PM 02:40PM 02:45 PM 02:50 PM 2:55 PM 03:00 PM 03:05PM 03:10PM 03:15
® frontend-external ®orders ® checkoutservice front-end ® carts ® user ® catalogue @ shipping ® queue-master ® payment ® shippingservice

® productcatalogservice  ® apache

©2008-21 New Relic, Inc. All rights reserved @) New Relic. 19


https://onenr.io/0X8wonmzYQx

newrelic.com/kr/signup
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Thank You
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