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SKT’s 5G Mobile Edge Computing Concept

Cloud computing environment nearest to 5G consumers, very reliable for ultra-broadband, real-time,
and privacy-sensitive services
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SKT’s 5G MEC Deployment Model

SKT 5G MEC supports both distributed edge and on-site edge models

Distributed Edge

“Edge cloud business,

Nation-wide service”
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Biz. Portal onsole
Edge Applications
Mobile Public Cloud
Edge Infra Infra
MEC Platform

Service/API Service/API

On-Site Edge

Legend:
@® 5G Offices

On-Site

“Low latency, security sensitive

services at customer site”
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SKT’s 5G MEC Technology

5G MEC Software Architecture

MEC Director & Biz. Console 3" Party Paa$S Interconnection
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High Performance Edge Cloud Solution

EdgeStack provides lightweight but high performance edge specific cloud solution

Control Plane

EdgeStack Architecture
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CRI: Container Runtime Interface
CNI: Container Network Interface
CSI: Container Storage Interface

LED: Lightweight Edge Dataplane
LEG: Lightweight Edge Gateway
MER: Multi-access Edge Router
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Deployment Option and Form Factors

Single node Three nodes Six nodes
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SKT’s 5G MEC Platform Solutions

MEC Orchestrator MEC Biz Console

= SiXedge | MEPM Portal 82 = MEPM Portol - @ o -owom x|+ = Sodse  Customeroral LD
o e ) - e — PR ST o T e e
- e 0 =0 /5D (/) 9] - ol et [+ s ] w5 g v 1 x5 @ v B 7S ot a0 .
- - Bya = — = - e T T B i
a a X edge soxdge Prrp aa aana -z o - o ’
s “ W own v > , Cote Suogs Newokrg Dbne Sty gt e s Do Aenics Mot
W (0w = o L 4 ° . -
@ e = = G e . - - o = o » Compute
8 s [ T — P rr— wnoann o £ . " P
1 e evs o 13 oo O W O mnsmer) 0n0r08 W a0t 2001070 = &
[ o S e - AT K| AHIA &Y - ‘ T T Re—
: = " pe—— - - m—— >
@ wewan “ ® 5G ol FA9C R e o
- s fes— m—
. ] . e
E o nosousn pea—
e wnovosnn ean Ohsnge @ eksonse e Storage
aRedms  emn wsAM wnsocede
pEas Neoring ¢
2E & MHI2 w @ rsrmcn P wive [] G 8
'Y [r—
Aarm = o o — F e [}
1 6 ) smosonn 223 P — crea s byt . S ’
idesiog comsiner B [r—
w S a [
T - —— [ Aseniee sppicaten [r— soates DorTes 2848w < 3
= SiXedge  MEPMPortal B = SXedge = MEPMPortol - = SXedge  Cutomerboral Ay =
™ B o e + , +
D e : s i o | |,
@ wsnas s 20250 5 - 30380 8 o - .o - ®
. L P « Bl 3
o e v 5 e v - 2
e ' s v Noma v v aw
o 207107-28 450 - 2021-07-30 WS W BN B I BN - ~ ' o
. . S bt s Qo Ben & s ctaieserionsy wme B lom
- - P e ’ # & ¥ @ e
p— " = . o 5 wia s -
@ sewen = oo I - s - P e
o ; v . e o p ] -
_ @ e .
- prm— B e . + mem e
b @ saza ° )
Loees m wowa 123 45 wa v - . — 59 s senz @ e —
. . e . i i - = < po— P g -
ononon o oo s mcowec w - Jr— P T o — -
wmaon o s wowx o sa sa sa sa sa
pom— uu ] " e
gns G wn e
wmoon e e s o m s s a sa sa a sa
——— e s oo poms— s v
oo e s o m ~ fre— " : : ‘
wmos e o s oo o ==
wmaon o s wwowc o fre— wa g
wmoow w o s wowc o e e n va  wa  wa  wa  wa
wmoon e e s oo o —— s wa




SK

Current Challenges in Telco



Challenges (1/3)

* Legacy Applications
- Applications cannot or extremely difficult to be containerized
* No source code
* Requires entirely re-architectured
» Relies on vendor proprietary operating system (e.g., solaris, UNIX, etc.)

- Non-replaceable legacy applications

« Virtual Networking Functions (VNF) are still there
- Longer cycle of transition from VNF to CNF
- Container Networking Functions (CNF) itself is still evolving to meet Telco’s requirements
- The majority of network functions in LTE are still based on VNF
- LTE and NSA-5G will co-exist for long time

10
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Challenges (2/3)

* No Single Hosting Platform for VNF and CNF

* Appliance based VNF VNF CNF VNF CNF
Network functions

 Difficult to Scale (

 Difficult to manage OpenStack l ‘ Openstack ’ Kubernetes L Kubernetes

Hardware

* Use of Kubernetes
for hosting VNFs
and CNFs both

« Single platform to
manage

» Use of Kubernetes for
hosting CNFs

»  Separate platforms for
VM and container
based workloads

+ Use of Openstack for
hosting VNFs

* Separate platforms for
VM and container
based workloads

G
S e R S e e e e e el S e

11



SK

Requirements in MEC Platform

Challenges (3/3)

Requires both VNFs and CNFs hosting capabilities

Requires to host third party applications (VM/container)

Limitations

No native support for VM hosting with Kubernetes

To meet above two requirements need two different platforms

Adoption of two different platforms increases CAPEX and OPEX

OpenStack based

Kubernetes based

OpenStack platform

Too complex to manage

Deploying the entire stack is a nightmare
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OpenStack
Object APl

HTTP(S)

OpenStack
Image APl

- Command-line interfaces (nova, neutron, swift, etc)
- Cloud Management Tools (Rightscale, Enstratius, etc)
- GUI tools (Dashboard, Cyberduck, iPhone client, etc)
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KubeVirt Overview
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Brief Summary
CNCF Sandbox project (https://kubevirt.io/)

KubeVirt (1/2)

Aims to run both VM and POD (container) on a single Kubernetes platform

Helps in marrying VM and container world

Use similar mechanism to manage VM like POD

App App App
container container
VM VM
container container
[Controller][ API )
Worker Worker Master

14
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KubeVirt (2/2)

Traditional Linux Virtualization Stack Run Containers and VMs side by side

VIRTUAL MACHINE VIRTUAL MACHINE CONTAINER CONTAINER

QEMU QEMU VIRTUAL MACHINE

LINUX KERNEL alEl

PHYSICAL MACHINE

LINUX KERNEL

PHYSICAL MACHINE

15
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« KubeVirt Components

KubeVirt Architecture

- virt-api-server, virt-controller virt-handler, virt-launcher, libvirtd

@)

kubectl

Node

A kubelet
docmr / 7

( N N !
@Pod (DaemonSet) od (foreach VMI) [ @ Pod N

-
\ ‘ * virt-launcher
-» T ]
[ api server | virt-handler }*
i d |
A libvertd Containers;
i LEL LB B
v v
LU B B
emu
virt-controller ‘ virt-api g
‘ . J |\ J
. Y, N D AR J
\_ Cluster components 5ttt

kubevirt
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KubeVirt Volumes
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volmueDevices

volmueMounts

emptyDir

hostPath

VolumeClaim

StorageClass

volumeMode

Block

Filesystem

StorageClass

volumeMode

Block

Filesystem

StorageClass
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Kubernetes Volumes

Provisioner

local kubernetes.io
N g /no-provisioner

rbd
_-|—> kubernetes.io/rbd

awsElastic
BlockStore | E kubernetes.io
— laws-ebs
iscsi
nfs
—>» rbd.csi.ceph.com
ceph-rbd

rook-ceph.rbd.
rook-ceph-rbd _|_> csi.ceph.com

openebs-jiva-csi ——==> jiva.csi.openebs.io
openebs-zfspv  —=—3 zfs.csi.openebs.io
openebs-hostpath —=—5  openebs.io/local

=

—>

kube.io provisioner

kube csi sidecar

cephcsi provisoner

i

rook operator

openebs controller

openebs-localpv
-provisioner

<
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volmueDevices

volmueMounts

emptyDir

hostPath

VolumeClaim

StorageClass

volumeMode

Block

Filesystem

StorageClass

volumeMode

Block

Filesystem

StorageClass
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Kubernetes Volumes

Provisioner

local kubernetes.io
N g /no-provisioner

rbd
_-|—> kubernetes.io/rbd

awsElastic
BlockStore | E kubernetes.io
— laws-ebs
iscsi
nfs
—>» rbd.csi.ceph.com
ceph-rbd

rook-ceph.rbd.
rook-ceph-rbd _|_> csi.ceph.com

openebs-jiva-csi ——==> jiva.csi.openebs.io
openebs-zfspv =3 zfs.csi.openebs.io

openebs-hostpath —=—5  openebs.io/local

=

—>

kube.io provisioner

kube csi sidecar

cephcsi provisoner

a [

rook operator

openebs controller

openebs-localpv
-provisioner

<
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volmueDevices

KubeVirt Volumes

volmueMounts

StorageClass Provisioner m

emptyDir
hostPath local kubernetes.io
persistent rbd ~>» kube.io provisioner
VolumeClaim ‘ _-|—> kubernetes.io/rbd ==
awsElastic
BlockStore | 3 kubernetes.io

/aws-ebs B
StorageClass StorageClass isCSi —>  kube csi sidecar ——

nfs
volumeliode volumelode —>» rbd.csi.ceph.com = cephcsi provisoner €=
Block Block ceph-rbd rook-ceph.rbd. rook operator <
Filesystem Filesystem rook-ceph-rbd 1 csi.ceph.com
dataVolume
openebs-jiva-csi ——==> jiva.csi.openebs.io = openebs controller €=
tainerDisk
comamer=s openebs-zfspv =3 zfs.csi.openebs.ioc —- openebs-localpv
emptyDisk openebs-hostpath —=—5  openebs.io/local —I “provisioner

hostDisk e

20
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CDI Data Volumes

« Containerized Data Importer (CDI) O
- Provides DataVolume resource that encapsulates both PVC @
and VM image imports in a single object . 5 RTRCE
~
3 g A
2 g -
apiVersion: cdi.kubevirt.io/vlalphal x 5 i
kind: DataVolume L‘u" ;
metadata: @ <)
name: my-cloned-dv v ; g
spec: o | ___ _ _
source: PVC g | DI I
http: : |
url: "https://cloud.centos.org/centos/7/images/Cent0S-7-x86_64-GenericCloud.qcow2" % !- CONTROLLER I
pvC: : —_—— e ——
accessModes: S _ - 4 /‘0
- ReadWriteOnce ! z,;u:n}:,: »w 4 ) v’}
resources: ) | Y~
requests: WRITE IMPORT /<G
: /]
storage: 10Gi PV I POD
\ storageClassName: storage-provisioner y S — J

21
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Direct-attached Storage
&
Replication supported CAS
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MEC Storage Challenges

MEC Infrastructure Environment Features

- Limited resources & costs

- Needs support for ultra-low latency & high-performance service

MEC Requirements
- High availability & stable shared storage pool in resource-constrained MEC
- Storage function suitable for MEC with limited storage capacity

- High-performance storage service to meet ultra-low latency MEC App.

23
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MEC Storage Challenges

MEC Infrastructure Environment Features

- Limited resources & costs

- Needs support for ultra-low latency & high-performance service

MEC Requirements

- High availability & stable shared storage pool in resource-constrained MEC
- Hyper-converged Distributed Storage

- Storage function suitable for MEC with limited storage capacity
-> Tiering based Resource Optimization

- High-performance storage service to meet ultra-low latency MEC App.
- DPU / NVMe(of) based HW accelerated Edge Storage

24
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Direct-attached Storage

The CNS Landscape

Single node

i —————— ‘ ...pen SDS C‘:} e
5: MEC Router ==} @ L I N S STOR

DpenEBS STORAGEOS ROOK

, ; LONGHORN ? I(\

. & veLero POITWOIX  kasten

* Portworxpure storage) / storageOS with good performance ! - but, vendor lock-in

» Limited resources & costs - DAS required - OpenEBS LocalPV !
To support HA, App must support replication such as 3 Copy (most DBs such as redis)
Need backup

25
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OpenEBS LocalPV

 Local Persistent Volume

- Volume topology aware pod scheduling (vs. HostPath)

- Cons: Dynamic provisioning not supported

 OpenEBS LocalPV

- Local Persistent Volume + Dynamic provisioning

HostPath LocalPV

/mnt/disk/ssd1 /mnt/disk/ssdi /mnt/disk/ssd1

HostPath LocalPV
Not working! POD is scheduled

Node2 doesn’t have /mnt/disk/ssd1 based on “Node Affinity”

26

apiVersion: v1
kind: PersistentVolume
metadata:
annotations:
pv.kubernetes.io/provisioned-by: openebs.io/local
creationTimestamp: "2021-11-08T16:26:202"
finalizers:
- kubernetes.io/pv-protection
labels:
openebs.io/cas-type: local-hostpath
name: pvc-d8el713d-4cea-4fc3-a28b-dOf54eb1754a
resourceVersion: "11809"
uid: ed746b74-3cff-48ed-9008-10733d895b90
spec:
accessModes:
- ReadWriteOnce
capacity:
storage: 56Gi
claimRef:
apiVersion: vl
kind: PersistentVolumeClaim

namespace: openebs
resourceVersion: "11604"

name: openebs-pvc-dcc@4a57-f714-425d-a808-adeeb43eeac5-jiva-rep-0

local:
fsType: ""

nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:

path: /var/lib/openebs/local/pvc-d8el713d-4cea-4fc3-a28b-dOf54e61754a

N

* - master-node-1
persistentVolumeReclaimPolicy: Delete

storageClassName: openebs-hostpath
volumeMode: Filesystem

status:
phase: Bound

OpenEBS LocalPV
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Replication supported CAS (OpenEBS)

APPLICATION REQUIREMENTS

Low Latency, High Availability, Synchronous replication, Snapshots, Clones,
Thin provisioning

High Availability, Synchronous replication, Snapshots, Clones, Thin provisioning

High Availability, Synchronous replication, Thin provisioning

Low latency, Local PV

Low latency, Local PV

Low latency, Local PV, Snapshots, Clones

= ¢Stor: iISCSI & ZFS based replication supported CAS

STORAGE TYPE

SSDs/Cloud Volumes

Disks/SSDs/Cloud Volumes

hostpath or external mounted
storage

hostpath or external mounted
storage

Disks/SSDs/Cloud Volumes

Disks/SSDs/Cloud Volumes

OPENEBS VOLUMES

OpenEBS Mayastor

OpenEBS cStor

OpenEBS Jiva

Dynamic Local PV - Hostpath

Dynamic Local PV - Device

OpenEBS Dynamic Local PV
- ZFS

= Jiva: iSCSI & Longhorn (suse) based replication supported CAS

/dev/longhorn/vol-name

Frontend:
TCMU or Open-iSCSl/tgt

Controller

Replica 1

Replica 2

Jiva Architecture

= Mayastor: Low latency workloads for converged and segregated storage by leveraging NVMe /
NVMe over Fabrics (NVMe-oF / SPDK)

27

Replica 3
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POD & Node Affinity with DV (1/2)

= |f using DV, POD doesn't properly support "POD Affinity"
= LocalPV + PV
- Volume binding mode: “WaitForFirstConsumer”

- Once App POD affinity is determined, OpenEBS provisioner receives the affinity and sets PV node affinity with it (1)

App Pod LocalPV + PV

Pod -
Affinity =~

(1)

Node
Affinity

= LocalPV + DV

- Volume binding mode: like “Immediate”

- DV is created, mounted on the CDI Importer and VM Image is downloaded

- DV node affinity is set as CDI Importer’s POD affinity (1)

- If App POD affinity and DV affinity are different, DV will not mount on App POD (2)

App Pod LocalPV + DV Importer Pod

Pod Node
>SS
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POD & Node Affinity with DV (2/2)

= |f using DV, POD doesn't properly support "POD Affinity"

= Solution

- To select specific node(s), create SC by specifying target node in “allowedTopologies"

- DV selects targeted SC

- Do not select POD affinity for App Pod, select the prepared dv

LocalPV + DV

SC
Node

Affinity

Importer Pod

(2)

29

A — worker-node-1

allowedTopologies:
- matchlLabelExpressions:
- key: kubernetes.io/hostname
values:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
annotations:
cas.openebs.io/config: |
- name: StorageType
value: hostpath
- name: BasePath
value: /var/lib/openebs/local
kubectl.kubernetes.io/last-applied-configuration: |
{"allowedTopologies":[{"matchLabelExpressions":[{"
StorageType\n value: hostpath\n- name: BasePath\n val
ForFirstConsumer"}
openebs.io/cas-type: local
creationTimestamp: "2021-11-88T16:21:06Z"
name: worker-node-l-static
resourceVersion: "9794"
uid: cleB8é64T6-8be3-4BBa-af7a-0B6écabd9f56e7
provisioner: openebs.io/local
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer

StorageClass Example
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Distributed Scale-out Storage & HA
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N Application
Ceph Cluster Maintainer (RBD/CephFS/Object)
\\\\\ kubgtl\J Toolbox Dashboard %ﬂf;t v&:’i:e
L
\ \/ Rook Operator
h fr sssssssgesens sea e s NG ST - .
Change from Update resource ﬁ — = :
Read current state current to desired =
state Kubernetes : eph Daem@ns Rook CSI Plugi
§ J API l o ] [ e ] Discover
N Crash REW
hF
reconallatlon loop Collector 0sD

}
etcd . : Kub

Rook Flex Driver

= Open Source cloud-native storage orchestrator

= Run Ceph on top of kubernetes and manage via kubernetes

A simple container that has all that is needed to bootstrap and monitor the storage cluster

The operator starts and monitors Ceph daemon pods, such as MONs, OSDs, MGR, and others.
Monitors the daemon to ensure the cluster is healthy

Ceph MONs are started or failed over when necessary

Other adjustments are made as the cluster grows or shrinks

31
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Ceph-CSI

Master

Rook vs. Ceph-CSl (1/3)

ceph-csi-rbd-nodeplugin (3) ceph-csi-rbd-nodeplugin (3)

ceph-csi-rbd-provisioner (7)

Worker 1 Worker 2

32

CSlI
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Rook

Master

Rook vs. Ceph-CSI (2/3)

csi-rbdplugin (3)

rook-ceph-operator

rook-ceph-tools

csi-rbdplugin (3)
csi-rbdplugin-provisioner (6)

(mek—eeph—esd—ppepa#e
rook-ceph-crashcollector

rook-ceph-osd-0

rook-ceph-osd-n-1

rook-ceph-mon-b

\_

rook-ceph-osd-prepare \
rook-ceph-crashcollector
rook-ceph-osd-1

rook-ceph-osd-n
rook-ceph-mgr-a
rook-ceph-mon-a

rook-ceph-mon-c 1/

Worker 1

33

Worker 2

Rook
CSi
Ceph
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volmueDevices

Rook vs. Ceph-CSI (3/3)

volmueMounts

StorageClass Provisioner m

hostPath local —Ty kubernetes.io

> /no-provisioner | | |
persistent _>m rbd ~>» kube.io provisioner
_-|—> kubernetes.io/rbd

VolumeClaim

emptyDir

awsElastic
- BlockStore | : kubernetes.io

/aws-ebs B
StorageClass StorageClass isCSi —>  kube csi sidecar ——

nfs

volumehode volumelode —> rbd.csi.ceph.com —- cephcsi provisoner <—
Block Block ceph-rbd rook-ceph.rbd. | rook operator ~ €—

Filesystem Filesystem rook-ceph-rbd 1 csi.ceph.com

dataVolume

openebs-jiva-csi ——==> jiva.csi.openebs.i0 = openebs controller €=

containerDisk . -

openebs-zfspv  —=—3 zfs.csi.openebs.io — openebs-localpv
Disk 3 | ? -provisioner
emptyDis openebs-hostpath —=—5  openebs.io/local

hostDisk

34
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Network Block Device with KubeVirt (1/4)

= Ceph client: KRBD vs. RBD-NBD vs. LibRBD
» Qemu disk type: “host_device” vs. “file” vs. “network”

* Rbd-nbd support status: Alpha

CLIENT _
~ ‘e
KRBD RBD-NBD QEMU-KVM
QEMU-KVM QEMU-KVM RBD-NBD 5m
1 Block 2 Filesystem 3 Block 4 Filesystem
- file - file
disk.img disk.img User
EXT4 EXT4 e
/dev/rbd0 /dev/rbd1 /dev/nbd0 /dev/nbd1
libceph.ko libceph.ko
CEPH |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD|
les||es||Fs||Fs||Fs||Fs| |es||es||rs||Fs||Fs||Fs| |es||es||rs||ps||Fs||Fs|

35
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Network Block Device with KubeVirt (2/4)

= Ceph client: KRBD vs. RBD-NBD vs. LibRBD

» Qemu disk type: “host_device” vs. “file” vs. “network”

* Rbd-nbd support status: Alpha

CLIENT

POD: virt-launcher

KRBD

QEMU-KVM
1 Block 2 Filecystem

]

3 Block

RBD-NBD

QEMU-KVM

\ POD: csi-rbdplugin

RBD-NBD

4 Filesystem

] N

dibrados.so”™

disk. |mg disk.i |mg
: EXT4 : EXT4:
/dév/rbdo /dev/rbdi /d-é)!/nbdo /devinbdi .
libceph.ko libceph.ké S, e

*
*
"0 "
*

.’o “¢
|OSD| I’(-)'éT)‘.'OSDl |OSD| |OSD1"lOSD|

les||es||Fs||Fs||Fs||Fs|

CEPH

|OSD| |OSD| |OSD| |OSD| |OSD| |OSD|

|es||es||rs||Fs||Fs||Fs|
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LibRBD

VM
QEMU-K\'M

A network

User

Kernel

[ [ N
- r L2
|DSD| |DSD| |.QSD| |OSD| |OSD| |OSD|

v 4
FS |Fs|°

FS||FS||FS||FS|
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Network Block Device with KubeVirt (3/4)

» fio --norandommap --group_reporting --rw=randwrite --direct=1 --bs=4K --iodepth=8 --numjobs=8 --name file1 --
randrepeat=0 --ramp_time=10 --ioengine=libaio --filename=/dev/vdc --runtime=120 --allow_mounted_write=1
= x 3 Clients

CLIENT

POD: virt-launcher

KRBD

LibRBD

N POD: csi-rbdplugin
0

QEMU-KVM

3 netufork |

RBD-NBD

QEMU-KVM
1 Block

QEMU-KVM RBD-NBD

2 Filesystem 3 Block: 4 Filesystem i'b‘d.’SQ‘

X2

T B

disk. |mg disk.i |mg
&> =
10PS S8k
/de:_l/rbdo /dev/rbd1 /d-éa‘l‘/nbdo /dev/nbd-'q
Iibct-z‘bh“.ko Ilbceph.kd_‘ T '

2 .
., o
. .

*

*
'0.’ "
|OSD| |o§£|,|oso| |oso| |oso|’.|oso|

|Fs| |rs||rs|[rs||Fs||Fs|

CEPH

foso] [oso] [oso] foso] [oso] foso)

|Fs| |rs||rs| [Fs||Fs||PFs|
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Jdibrados.so *

User

Kernel

. n 0
. [} &
L] - &
L] & *
|psn| Ibsol |gSSD| |oso| |oso| |osn|
|FS| |Fs|‘ FSl |FS|IFS| |FS|
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Network Block Device with KubeVirt (4/4)

» fio --norandommap --group_reporting --rw=randwrite --direct=1 --bs=4K --iodepth=8 --numjobs=8 --name file1 --
randrepeat=0 --ramp_time=10 --ioengine=libaio --filename=/dev/vdc --runtime=120 --allow_mounted_write=1
= x 3 Clients

CLIENT

KRBD

~ POD: csi-rbdplugin LlBD

QEMU-KVM

RBD-NBD

QEMU-KVM
1 Block 2 Filesystem

[T A

QEMU-KVM RBD-NBD

Jibibd.so.
dibradosg.so

3 Block 4 Filesystem

LT

disk. |mg disk.i |mg

{ : llser
40.5K : 57.3K~73K : 73K >=
I0PS 245 5 I0PS 2 IOPS
/dé;_l/rbdo /dev/rbd‘-l /déy/nbdo /dev/nbd:q
Iibce}:b.ko Iibceph.kc'i_ "~......,__. ::o::
CEPH I@ Evéq,|OSD| |OSD| |OS:;]‘.IOSD| |OSD| |OSD| |OSD| |OSD| |OSD| |OSD| Igl |bSD| LQ:SDl |OSD| |OSD| |OSD|

|Fs| |Fs||rs|[Fs||Fs||PFs|

|Fs| |rs||rs| [Fs||Fs||Fs|
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HA Policy with POD Owning Non-shareable PVC (1/3)

= Hard Shutdown case

- Network outage or more than 300 sec network delay

= Some PODs cannot move to another node and are stuck still in “Termlnatlng” even after 300
; I )X / \unning § D -
, Terminating 8 37 1H 233, hH 8 kubevirt-maste
Lry 1m:|u r-registry-545f9fb45-9185h Terminating | ] 10.233.68.21 kubevirt-master-

-docker-registry-545f9fb45-scisn ContainerCreating @ [§s <none> Kubevirt-mast
Running ¢ LY. 18.233. Kubevirt-mast
sona-onos-1 3/3 Running | 32 18.2 kubevirt-master-3

kubectl get po -A -0 wide

Node1

“TermiLng”

Node2

~EZ

“ContainerCreating”

-

Hard Shutdown ..
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HA Policy with POD Owning Non-shareable PVC (2/3)

= Reason

- Kubernetes can complete terminating of POD only when eventually connected to shutdown node
- POD with non-shareable PVC (ReadWriteOnce)

= |f Terminating is not completed, impossible to create POD at other nodes

= Due to PVC multi-attachment attempts

Type  Reason Age From Message

Normal  Scheduled 23m default-scheduler Successfully assigned edgestack/registry-docker-registry-856bcdf4d4-jh5s7 to kubevirt-master-2

Warning FalledAttachVolume 23m attachdetach-controller Multi-Attach error for volume "pvc-4cdfedbb-3bal-4fac-bTba-9a9e098en05t" Volume 15 already used by pod(s) re
Warning Failed 16m (x2 over 2Im)  kubelet Unable to attach or volumes: unybllijised volumes=[data], unattached volumes=[registry-docker-registry-co

Node1

-~ SN
Unable to connect to x “Termiflating”

node1 for cleanup due to
Hard Shutdown..

Kube-Controller

Node2

~EZ

“ContainerCreating”

Hard Shutdown ..
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HA Policy with POD Owning Non-shareable PVC (3/3)

= Solutions

- Force remove “Terminating POD”
= through frequent monitoring or alarms by administrator

= through Kubernetes Condob automatically (Kubernetes v1.21 GA)

= Soft Shutdown Case

- Graceful Node Shutdown (Kubernetes v1.21 Beta)
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Thank You!

Byungsu Park
pbs1108 @gmail.com



